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PhD Position F/M PhD position on
Verification of Differential Privacy

Le descriptif de |’ offre ci-dessous est en Anglais

Typedecontrat : CDD
Niveau de dipldme exigé: Bac + 5 ou équivalent
Fonction : Doctorant

Niveau d'expérience souhaité: Jeune diplédmé

A proposdu centre ou dela direction fonctionnelle

The InriaUniversity of Lille centre, created in 2008, employs 360 people including
305 scientistsin 15 research teams. Recognised for its strong involvement in the
socio-economic development of the Hauts-De-France region, the Inria University of
Lille centre pursues aclose relationship with large companies and SMESs. By
promoting synergies between researchers and industrialists, Inria participatesin the
transfer of skills and expertise in digital technologies and provides access to the
best European and international research for the benefit of innovation and
companies, particularly in the region.For more than 10 years, the Inria University of
Lille centre has been located at the heart of Lille's university and scientific
ecosystem, aswell asat the heart of Frenchtech, with atechnology showroom
based on Avenue de Bretagnein Lille, on the EuraT echnologies site of economic
excellence dedicated to information and communication technologies (ICT).

Contexte et atouts du poste

This PhD thesis project is part of the ANR project HOPR (Higher-Order
Probabilistic and resource-aware Reasoning) (ANR-24-CE48-5521-01) coordinated
by P. Baillot, starting in 2025 and aiming at defining expressive logical frameworks,
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dealing in particular with higher-order computation and probabilities, which can
serve to reason on cryptographic primitives and protocols and on differential
privacy. The project has three partner sites: INRIA Lille/CRIStAL; INRIA Paris;
IRISA Rennes and INRIA Sophia-Antipolis. It is starting in January 2025 for 4
years.

The recruited PhD student will carry out her/his research in the SyCoMoRES
project-team at INRIA Lille/ CRIStAL, under the supervision of P. Baillot.

Mission confiée

When computing values from sensitive datasets such as e.g. medical records, it is of
crucial importance to guarantee some privacy properties. Methods based on
anonymization are not sufficient in general because clever combinations with other
data sources can lead to some privacy breaches. Differential privacy (DP) [DR14] is
a quantitative notion of privacy that provides strong confidentiality guarantees and
at the sametime is flexible enough to allow for useful computations on private data.
Technically it relies on the notion of program sensitivity, which is abound relating
the distance between two outputs of a program to the distance between the two
inputs. DP has become a gold standard for data privacy. However, manually
checking that large programs are differentially private can be both tedious and
subtle. For this reason some formal methods approaches to sensitivity analysis and
DP have been developed in the last decade [BGHP16]. Among them one can
mention for instance approaches based on Hoare logics [BKOB12, BGG+16] and
approaches based on type systems [RP10, GHH+13, NDA+19, TDA+23,
JwdABG23, SB24]. Thefirst line of work has been developed for programsin
imperative languages while the second one is for programs from functional
languages.

In this PhD project we propose to develop a program logic approach for reasoning
on the DP of probabilistic higher-order functional programs. The goal isto obtain in
thisway a general and expressive approach for proving DP properties of such
programs, which would allow both to verify the correctness of basic primitives or
mechanisms, and to ensure that the composition of high-level functions satisfies the
properties. In particular an interest of such a program logic will be to verify that the
rules of atyping system for DP are sound.
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Principales activités

e Carry out the PhD research project on Verification of Differential Privacy

¢ Collaborate with other SyCoMoRES team members and with the ANR HOPR
project partners

¢ Disseminate research results, by publications and presentations at
international conferences

Compétences

The candidate should be fluent in English.

Some basic knowledge of either type systems, proof theory, proof systems or
program verification is expected.

Some knowledge of differential privacy would be appreciated but is not
compulsory.

Avantages

e Subsidized meals

¢ Partial reimbursement of public transport costs

e Leave: 7 weeks of annual leave + 10 extra days off dueto RTT (statutory
reduction in working hours) + possibility of exceptional leave (sick children,
moving home, etc.)

¢ Possibility of teleworking and flexible organization of working hours

¢ Professional equipment available (videoconferencing, loan of computer
equipment, etc.)

e Social, cultural and sports events and activities

e Accessto vocational training

e Social security coverage



| nfor mations géneér ales

Theme/Domaine : Preuves et vérification

Ville: Villeneuve dAscq

Centrelnria: Centrelnriadel'UniversitédeLille
Date de prise de fonction souhaitée : 2025-09-01
Duréedecontrat : 3ans

Date limite pour postuler : 2025-05-14

Contacts

e Equipelnria: SYCOMORES (DIR-LIL)
e Directeur dethese:
Baillot Patrick / patrick.baillot@inria.fr

A proposd'lnria

Inriaest I'institut national de recherche dédié aux sciences et technologies du
numeérique. Il emploie 2600 personnes. Ses 215 équipes-projets agiles, en général
communes avec des partenaires académiques, impliquent plus de 3900 scientifiques
pour relever les défis du numérique, souvent al’ interface d autres disciplines.
L’ingtitut fait appel a de nombreux talents dans plus d’ une quarantaine de métiers
différents. 900 personnels d appui alarecherche et al’innovation contribuent afaire
émerger et grandir des projets scientifigues ou entrepreneuriaux qui impactent le
monde. Inriatravaille avec de nombreuses entreprises et a accompagne la création
de plus de 200 start-up. L'institut Se?orce ainsi de répondre aux enjeux de la
transformation numeérique de la science, de la société et de |'économie.

Attention: Les candidatures doivent étre déposées en ligne sur le site Inria. Le
traitement des candidatures adressées par d'autres canaux n'est pas garanti.

Consignes pour postuler

Sécurité défense :

Ce poste est susceptible d’ étre affecté dans une zone arégime restrictif (ZRR), telle
que définie dans |e décret n°2011-1425 relatif ala protection du potentiel
scientifique et technique de la nation (PPST). L’ autorisation d’ accés a une zone est
délivrée par le chef d établissement, apres avis ministériel favorable, tel que défini
dans |’ arrété du 03 juillet 2012, relatif ala PPST. Un avis ministériel défavorable
pour un poste affecté dans une ZRR aurait pour conséquence I’ annulation du
recrutement.


http://www.inria.fr/centre/lille
https://www.inria.fr/equipes/SYCOMORES
mailto:patrick.baillot@inria.fr

Politique derecrutement :
Dans le cadre de sa politique diversité, tous les postes I nria sont accessibles aux
personnes en situation de handicap.



