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Internship - Analysis of TLS handshakes in Android
apps (F/M)

Contract type : Internship
Level of qualifications required : Master's or equivalent

Fonction : Internship Research

About the research centre or Inria department

The Inria University of Lille centre, created in 2008, employs 360 people including 305 scientists in 15
research teams. Recognised for its strong involvement in the socio-economic development of the
Hauts-De-France region, the Inria University of Lille centre pursues a close relationship with large
companies and SMEs. By promoting synergies between researchers and industrialists, Inria participates
in the transfer of skills and expertise in digital technologies and provides access to the best European
and international research for the benefit of innovation and companies, particularly in the region. For
more than 10 years, the Inria University of Lille centre has been located at the heart of Lille's university
and scientific ecosystem, as well as at the heart of Frenchtech, with a technology showroom based on
Avenue de Bretagne in Lille, on the EuraTechnologies site of economic excellence dedicated to
information and communication technologies (ICT).

Context

Research team:

The student will join the Spirals project-team led by Lionel Seinturier (Professor, Spirals)
<lionel.seinturier@univ-lille.fr>. Spirals is a joint project-team between Inria and the University of Lille,
within UMR CRIStAL.

Assignment

Scientific Context:

In the 1990s, Netscape introduced SSL (Secure Sockets Layer) a security protocol designed to secure
Internet communications. SSL enables an encrypted connection between a client (such as a Web
browser) and a server (such as a Web site). This encryption protects data exchanged between the two
parties from eavesdropping and "man-in-the-middle" attacks) in which unauthorized third parties
attempt to hijack communications. Today, SSL has been largely replaced by a more secure version called
TLS (Transport Layer Security) [Dierks99, Dierks06, Dierks08, Rescorla18] , which addresses a wide range
of potential attacks. Over the past decade, the scientific community has developed several tools to
analyze attributes present in the "Client Hello" and "Server Hello" phases of the TLS protocol. These
initial, unencrypted exchanges negotiate the encryption protocols that will secure the rest of the
session, and tools have been developed for both server-side and client-side analysis. It is even possible to
create unique TLS-fingerprints of websites (both legitimate and malicious) [Althouse15, Althouse23]. On
Android, however, fewer tools are available and TLS customization options are more limited. Often, the
TLS library used is part of the operating system (in 84% of apps) and can only be updated through an 0S
update [Razaghpanah17]. As a result, Android applications may be more susceptible to security
vulnerabilities during the TLS handshake.

Internship Project

This project aims to collect various relevant attributes from the TLS handshake initiated by applications
running on Android devices. Analyzing the distribution and frequency of these attributes will make it
possible to identify and quantify the security vulnerabilities present in these applications. This study can
be conducted across multiple versions of Android devices and systems, allowing for a comparison of the
impact that different models and OS versions have on the TLS configuration security of these
applications.
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EXperiments and Technologies. pp. 350-362. (CONEXT'17), Association for Computing Machinery.
https://doi.org/10.1145/3143361.3143400

o [Althousel5] - Althouse, J..TLS Fingerprinting with JA3 and JA3S. 2015
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Main activities

The objective of this internship project is to collect attributes (TLS version; cipher suites; extensions...)
from the TLS handshake initiated by applications running on different versions of Android devices and
systems. Then, the intern will create an overview of the security of Android applications and identify
vulnerabilities, both general and specific for each Android 0S version.

Internship Programs

1. Conduct a State-of-the-Art Analysis Perform a thorough analysis of existing TLS handshake
analysis tools and techniques, including both active and passive methods, as well as client-side and
server-side approaches, particularly on mobile devices.

2. Identify Relevant Attributes: Compile a comprehensive list of relevant attributes from the TLS
handshake that warrant collection. Subsequently, create a detailed dataset of these attributes
gathered from various Android versions and devices.

3. Prepare Security Overview and Vulnerability Analysis Reports
O Security Overview Report: Draft a report that outlines the overall security status of Android
applications, highlighting patterns and distributions of security attributes.

0 Vulnerability Analysis: Conduct a focused assessment of vulnerabilities associated with different
Android 0S versions, identifying trends and discrepancies among them.

4. Develop a Comparison Report Create a summary that compares how security attributes vary
across different Android versions, including actionable recommendations for enhancing security in
newer OS releases.

This project will benefit from our experience in the domain of browser and android devices
fingerprinting, Android apps development as well as through the datasets collected by

the AmlIUnique.org website and application.
Skills

Technical skills and level required

The student should be proficient in at least one programming language. During the internship, they will
develop their skills in Javascript, Web privacy, Android apps, as well as statistical data analysis.

Languages:
o English (minimum B2) is mandatory.
o French is optional.
Relational skills:
The student should be comfortable working in teams as well as individually.
Other valuable pratice:

As is a common practice in the Spirals research team, all source code is expected to be open sourced, and
the student is encouraged to participate in open source and online communities.
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Benefits package

Subsidized meals

Partial reimbursement of public transport costs

Leave: 7 weeks of annual leave + possibility of exceptional leave (sick children, moving home, etc.)
Professional equipment available (videoconferencing, loan of computer equipment, etc.)

Social, cultural and sports events and activities

Access to vocational training

Social security coverage

Remuneration

The student will work 35 hours per week, and they will receive the minimum gratification for an intern in
a French public institution (€4.35/hour net in 2024).

General Information

« Theme/Domain : Security and Confidentiality
Information system (BAP E)

o Town/city :Villeneuve d'Ascq

« Inria Center:Centre Inria de ['Université de Lille

« Starting date :2025-03-01

Duration of contract :6 months
Deadline to apply :2025-02-03

Contacts

o InriaTeam:SPIRALS
o Recruiter:
Fayolle Iliana / iliana.fayolle@inria.fr

About Inria

Inria is the French national research institute dedicated to digital science and technology. It employs
2,600 people. Its 200 agile project teams, generally run jointly with academic partners, include more
than 3,500 scientists and engineers working to meet the challenges of digital technology, often at the
interface with other disciplines. The Institute also employs numerous talents in over forty different
professions. 900 research support staff contribute to the preparation and development of scientific and
entrepreneurial projects that have a worldwide impact.

The keys to success

This internship project is aimed at Master 1 or Master 2 students for a period of 4 to 6 months.
Please read these articles to familiarise yourself with the subject:

o Agarwal, A:TLS Fingerprinting using JA3 for Android Application. 2024
http://www.theseus.fi/handle/10024/866474

« Razaghpanah, A, Niaki, A.A, Vallina-Rodriguez, N, Sundaresan, S., Amann, J,, Gill, P.Studying TLS
Usage in Android Apps. Conference on Emerging Networking EXperiments and Technologies. pp.
350-362. (CoNEXT"17), Association for Computing Machinery.
https://doi.org/10.1145/3143361.3143400

o Althouse, J.:JA4+ Network Fingerprinting. 2023 https://blog.foxio.io/ja4+-network-fingerprinting

During the interview, your understanding of the articles mentioned above will be assessed.

Warning : you must enter your e-mail address in order to save your application to Inria. Applications
must be submitted online on the Inria website. Processing of applications sent from other channels is
not guaranteed.

Instruction to apply

Defence Security :

This position is likely to be situated in a restricted area (ZRR), as defined in Decree No. 2011-1425 relating
to the protection of national scientific and technical potential (PPST).Authorisation to enter an area is
granted by the director of the unit, following a favourable Ministerial decision, as defined in the decree
of 3 July 2012 relating to the PPST. An unfavourable Ministerial decision in respect of a position situated
in a ZRR would result in the cancellation of the appointment.
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Recruitment Policy :
As part of its diversity policy, all Inria positions are accessible to people with disabilities.
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