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PhD Position F/M Improving security and performance
of IPFS’'s DHT

Contract type : Fixed-term contract
Level of qualifications required : Graduate degree or equivalent

Fonction : PhD Position

Context

The PhD student will be hosted by Coast team. Collaborative work between COAST and RESIST teams and
HIVE. Funding granted by France 2030, project PEPR Cloud, subproject TrustInCloudsS.

Assignment

Scientific Context

The InterPlanetary File System (IPFS) is a modern fully distributed system for storing and accessing files
with the goal to decentralize content storage and distribution over Internet from a few big actors
(GAFAM, Content Delivery Networks) to the edge. It brings together a well-known underlying P2P
network architecture (based on the Kademlia Distributed Hash Table [1]) on top of which additional data
structures are used to manage content addressing and versioning (Content Identifiers (CIDs), Merkle
DAGs, Mutable File System (MFS)).

However, recent studies [2,3] have shown that the IPFS’s DHT implementation was left defenseless for
years against legacy Sybil attacks that could easily prevent access to shared content. Some mitigation
has been proposed but may induce overhead on the DHT usage, which is already critical because Hive
uses the DHT beyond the simple indexation of files and sources, so a security vs performance trade-off
must be carefully considered.

Objectives

The goal of this PhD thesis is to improve the security and performance of IPFS’s DHT to support current

and future Hive operations. The PhD student will design and evaluate new attack strategies against IPFS
with active attacker models, confront them against defense mechanisms from the state of the art such

as [4], combine them, and propose new ones if needed. In particular, the impact on performance will be

considered to define a curated selection of the best defense mechanisms.

This PhD thesis will be in the context of the collaboration with Hivelttps://www.hivenet.com/). Hive's
goal is to propose a new cloud compute and storage service leveraging a fully distributed and
collaborative P2P infrastructure instead of traditional data-center solutions. It is partly based on the IPFS
source code and in particular on the libP2P that implements the DHT, but it adds service-level
guarantees thanks to additional mechanisms to circumvent the unreliable nature of peers.

Once basic DHT operations in IPFS are secured and optimized, this PhD thesis will consider the security
and the performance of Hive's additional services such as data replication, collaborative edition and
retrieval.
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Main activities

« gain knowledge from the academic state of the art on DHT security and performance
considerations, and on IPFS and Hive source code (6 months);

define and evaluate active attacker scenarios against IPFS (6 months);

define and evaluate an efficient mitigation mechanism (6 months);

define and evaluate active attacker scenarios against Hive's services (6 months);
define and evaluate an efficient mitigation mechanism (6 months);

write the PhD thesis manuscript (6 months).

Skills

« Engineering and/or Master 2 degree in Computer science / Applied mathematics with an
experience in computer networks.

o Theoretical expertise: P2P networks, security

Good collaborative and networking skills, excellent written and oral communication in English
Good programming skills
o Strong analytical skills

Benefits package

o Subsidized meals

« Partial reimbursement of public transport costs

o Leave: 7 weeks of annual leave + 10 extra days off due to RTT (statutory reduction in working hours)

+ possibility of exceptional leave (sick children, moving home, etc.)

. Eossibility of teleworking (after 6 months of employment) and flexible organization of working
ours

Professional equipment available (videoconferencing, loan of computer equipment, etc.)

Social, cultural and sports events and activities

Access to vocational training

Social security coverage

Remuneration

2100€ gross/month (the 1st year)

General Information

o Theme/Domain : Distributed Systems and middleware
System & Networks (BAP E)

o Town/city:Villers les Nancy

« Inria Center:Centre Inria de ['Université de Lorraine

« Starting date :2025-01-01

Duration of contract:3 years
Deadline to apply :2024-08-08

Contacts

e InriaTeam :COAST
o PhD Supervisor:

Ignat Claudia-lavinia / claudia.ignat@inria.fr
About Inria

Inria is the French national research institute dedicated to digital science and technology. It employs
2,600 people. Its 200 agile project teams, generally run jointly with academic partners, include more
than 3,500 scientists and engineers working to meet the challenges of digital technology, often at the
interface with other disciplines. The Institute also employs numerous talents in over forty different
professions. 900 research support staff contribute to the preparation and development of scientific and
entrepreneurial projects that have a worldwide impact.

Warning : you must enter your e-mail address in order to save your application to Inria. Applications
must be submitted online on the Inria website. Processing of applications sent from other channels is
not guaranteed.

Instruction to apply

Defence Security :

This position is likely to be situated in a restricted area (ZRR), as defined in Decree No. 2011-1425 relating
to the protection of national scientific and technical potential (PPST).Authorisation to enter an area is
granted by the director of the unit, following a favourable Ministerial decision, as defined in the decree
of 3 July 2012 relating to the PPST. An unfavourable Ministerial decision in respect of a position situated


http://www.inria.fr/centre/nancy
https://www.inria.fr/equipes/COAST
mailto:claudia.ignat@inria.fr

in a ZRR would result in the cancellation of the appointment.

Recruitment Policy :
As part of its diversity policy, all Inria positions are accessible to people with disabilities.
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